Zalohovanie pracovnych stanic

s Veeam Agent for Microsoft Windows

Zakladné informacie

Odporu¢ame vam pravidelne si zalohovat svoj pocita€. V pripade akejkolvek katastrofy
budete moct obnovit svoje Udaje zo zalohy a nepridete o ddlezité data.

Veeam Agent je program na zalohovanie a obnovu pracovnych stanic, notebookov

a fyzickych serverov. Ponukany je v platenych ediciach WORKSTATION a SERVER, ako aj
v bezplatnej edicii FREE. Licencia FREE edicie umoZfuje nielen domace ale aj komeréné
pouzitie a poskytuje dostatocné mnozstvo funkcionalit pre spolahlivé zalohovanie dat.

Podporované operacné systemy
Windows 7 SP1, 8.1, 10

Windows Server 2008 R2 SP1, 2012, 2012 R2, 2016 a 2019
(Existuje aj verzia Veeam Agent pre Linux a Mac)

Stiahnutie inStalacného suboru

Najnovsia verzia je dostupna na stiahnutie na oficialnej stranke:
https://www.veeam.com/cz/windows-endpoint-server-backup-free.html

Stranka vyZaduje bezplatnu registraciu/prihlasenie. Stahovanie z iného nez oficialneho
zdroja neodporuc¢ame.

Rezimy prevadzky

Veeam Agent méze fungovat v dvoch reZzimoch: samostatny rezim (standalone mode)
a spravovany rezim (managed mode).

Pre inStalaciu v spravovanom rezime (vzdialené nasadenie a sprava pomocou konzoly
Veeam Backup & Replication) je vyZzadovana licencia platenej verzie.

V samostatnom rezime funguje Veeam Agent ako samostatny produkt. Aby sa mohol
pouzivat Veeam Agent pracujuci v samostatnom rezime, musi sa produkt nainstalovat ru¢ne
priamo do pocitaca, ktorého udaje sa budu chranit. Administraéné ulohy vykonava
pouzivatel vo Veeam Agent priamo na lokalnom PC.

Veeam Agent pracujuci v samostatnom rezime mozno v obmedzenom rezime pouzit aj so
serverom Veeam Backup & Replication. V tomto scenéri je mozné pouzit’ ulozZisko zaloh
Veeam (Backup repository) ako cielové miesto pre zalohy. Pomocou konzoly Veeam
Backup & Replication bude nasledne mozné vykonavat mnozstvo uloh so zalohami, mat

v konzole prehlad o stave zalohovacich uloh a spravovat e-mailové notifikacie. V bezplatnej
verzii ale nie je mozné zalohu dialkovo spustit alebo upravit’ jej nastavenie, tieto ulohy sa
musia vykonat lokalne.


https://www.veeam.com/cz/windows-endpoint-server-backup-free.html

Typy zalohovacich uloh

Aplikaciu Veeam Agent mozete nastavit tak, aby vykonavala automatické naplanované
zalohovanie (spustané v konkrétnom Case dra alebo pri konkrétnych udalostiach), alebo
mobzete v pripade potreby zalohovat’ udaje manualne. Zalohovacia uloha mbze zalohovat cely
obraz pocitaCa, konkrétne disky pocitaca alebo jednotlivé prie€inky. Odporu¢ame zalohovanie
obrazu celého pocitaca (Entire computer).

Bezplatna edicia umoznuje nakonfigurovat len jednu zalohovaciu ulohu.

Umiestnenie a typy suborov zaloh

Zalohy je mozné ulozit do jedného z nasledujucich umiestneni:

Vymenitelné ulozné zariadenie (USB disk)

Jednotka lokalneho pocitaca (interny disk)

Zdielany sietovy prie€inok

UloZisko zaloh spravované zalohovacim serverom Veeam (Veeam Backup repository)
Cloudové ulozisko spravované poskytovateflom sluzieb Veeam Cloud Connect
Microsoft OneDrive

Kazda spustenie zalohovacej ulohy vytvori novy zalozny subor v cielovom umiestneni. Zalozné
subory tvoria retazec zaloh. Retazec zaloh méze obsahovat subory dvoch typov: Uplné zalohy
(full backup) a prirastkové zalohy (incremental backup).

Pri prvom spusteni zalohovacej ulohy vykona Veeam Agent Uplnu zalohu. Veeam Agent
skopiruje vSetky udaje, ktoré ste sa rozhodli zalohovat  a ulozi vysledny uplny zalozny
subor (VBK) v ciefovom umiestneni. Upiné zalohovanie trva znaény &as a produkuje
velky zalozny subor.

Pocas nasledujucich relacii zalohovacej ulohy vykonava Veeam Agent prirastkové
zalohy. Skopiruje iba nové alebo zmenené udaje relativne do poslednej relacie
zalohovacej ulohy a uloZzi tieto udaje ako prirastkovy zalozny subor (VIB) v cielovom
umiestneni. Prirastkové zalohovanie zvy&ajne trva menej Casu ako uplné zalohovanie.



Konfiguracia zalohovania na externy USB disk

Tato konfiguracia je vhodna pre domace pocitace, alebo pracovné pocitace, ktoré nemaju

1 Gb/s sietové pripojenie alebo dostupné sietové ulozisko. Ochrana pred ransomvérom je
CiastoCne zabezpeéena kombinaciou reZzimoveho opatrenia a softvérového odpojenia disku po
dokonceni zalohovacej ulohy.

UPOZORNENIE: nikdy nepripajajte externy USB disk so zalohami do pogéitaca, ktory bol
alebo by mohol byt infikovany ransomvérom!

Ransomveér zasifruje okrem primarnych dat aj data, a obzvlast zalohy, uloZzené na kazdom
pripojenom ulozisku (interny disk, namapovany sietovy disk, externy USB disk, SD karta, USB
krfag€), na ktoré ma operacny systém pravo na zapis.

Bezpecény rezim vyzaduje od pouzivatela:

e zabezpedit, aby pred pripojenim externého USB disku pocéita¢ uz nebol infikovany
ransomvérom (aktualnou verziou antivirusového programu, pravidelnym skenovanim),

e manualne pripojit nakonfigurovany externy USB disk v pravidelnom intervale (1x za
deri/tyZzderi/mesiac - podla poziadaviek na periodicitu zaloh),

e po dokonceni zalohovania a automatickom softvérovom odpojeni disku nenechavat disk
fyzicky pripojeny do USB portu, ale odpojit’ ho,
externy USB disk nepripdjat’ do iného poéitaca,
uchovavat externy USB disk na bezpe¢nom mieste.

1. V menu = Kkliknite na + Add New Job...
= Veeam Agent X
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2. V sekcii Name zadajte nazov ulohy, napr. “Agent Backup - NAZOV-PC”.
Pole Description mbze zostat prazdne.

E Mew Backup Job

X
Name
w Type in a name and description for this backup job.
Name Name:

|Agent Backup - VSVM-CYT-NE1
Backup Mode

Description:
Destination |

Local Storage
Schedule

Summary

V sekcii Backup Mode zvolte:

a. “Entire computer (recommended)” — odporucané,

b. “Volume level Backup”, ak ma PC viac diskov a chceme niektory z nich zo
zalohovania vynat,

“File level backup (slower)”, ak chceme zo zalohy vynat individualny subor alebo
prie¢inok (sukromné data).
E} Mew Backup Job

>
Backup Mode
W Cheoose what data you want to backup from this computer.
Name @ Entire computer ([recommended)
Back up your entire computer image for fast recovery on any level. Deleted, temporary and page
Backup Mode files are automatically excluded from the image to reduce the backup size.
Destination [ Include external USB drives

Local Storage O Volume level backup
Back up images of selected volumes, for example only data volumes. Deleted, temporary and page

Schedule files are automatically excluded from the image to reduce the backup size.

Summary

() File level backup (slower)

Back up individual files and folders by mask. This mode produces an image-based backup with only
selected files included in the image.

< Previous Mext > Cancel




4. V sekcii Destination zvolte Local storage.

E} New Backup Job

x
Destination

Choose where you want to backup your data to. We highly recommend that you do not store your backups on the same computer that you
I:l are protecting.

Name @ Local storage

Backup Mode Choose this option to back up to a locally attached storage device such as USB, Firewire or eSATA external
hard drive. Backing up to internal hard drives is not recommended.
Destination

() Shared folder

Local Storage Choose this option to back up to an SMB (CIFS) share on a Network Attached Storage (NAS) device, or on a
regular file server.

Schedule

Summary (O Veeam backup repository

Choose this option to back up to a backup repository managed by Veeam Backup & Replication 9.5 Update
4 or later server.

O Microsoft OneDrive

Choose this option to back up to the Microsoft OneDrive or Microsoft OneDrive for Business.

< Previous - Cancel

5. V sekcii Local storage oznacte cielovy externy USB disk a nastavte pozadovany pocet
dni — podet bodov obnovy. Standardné odporugéanie je 7 dni.

E} New Backup Job X
Local Storage
w Choose locally attached drive to backup to.
Name Local drives: @
Backup Mode Storage device Free space Total space
o Lokalny disk (C:) 366,5 GB 472,8 GB
estination Wy Passport (%) 3478 1678
Local Storage
Schedule
Summary
Folder:
D:\VeeamBackuph Browse
Keep backups for: 14 3| days (excluding days with no backup)
CllckAdvanced to enable periodic full backups, configure encryption and other backup file Advanced
settings
< Previous - Cancel




V sekcii Schedule je potrebné zrusit’ zaskrtnutie policka O Daily at.
Zaskrtnite policka:

When backup target is connected,

Eject removable storage

Schedule
Choose when you want backup job to be started automatically.
Name Periodically
‘We will wake your computer from sleep to take a backup unless the connected standby power model is
Backup Mode enabled. Normally, this model is only enabled on mobile devices, such as tablets.
Destination [ Daily at 11:30 <+ | |Everyday

Local Storage Backup once powered on
Schedule Keep running
Summary

At the following events
[ Lock
[ Log off
When backup target is connected Li]
Eject removable storage once backup is completed (CryptoLocker protection)

Back up no more often than every 2 > Hour ~

< Previous Apply Cancel

Zaloha v tomto pripade nebude spustana automaticky v pravidelnom &ase, ale
automaticky po manualnom pripojeni USB disku do USB portu poéitaca. Zaroven bude
po dokonceni zalohovania externy USB disk automaticky softvérovo odpojeny (rovnaka
funkcia, ako keby pouzivatel klikol na ikonu Bezpecne odstranit hardvér a vysunut
média na paneli tloh). Disk je nasledne potrebné fyzicky odpojit' a odlozit na bezpeéné
miesto, pretoze po restarte pocitaca by bol znova pripojeny a zalohy by boli vystavené
hrozbe ransomvéru.

V poslednej sekcii Summary sa zobrazi zhrnutie nastavené zalohovacej ulohy.

Zalohovanie sa mdze nasledne hned spustit zaskrtnutim & Run the job when | click
Finish a kliknutim na tlacidlo Finish.

New Backup Job

Summary
You have successfully created the new backup job

E

Name Summary:
Backup job was created successfully.

Backup Mode

Destination General
Backup job name: Agent Backup - VSVM-CVT-NB1
Local Storage Backup job description:

Schedule

St
S Source

Backup mode: entire computer

The entire computer will be backed up

S T O R
Local folder: D:\VeeamBackup\

Keep restore points for the last 14 days
Compression level: Optimal (recommended)
Storage optimization: Local target

Storage encryption: disabled

Run the job when | click Finish

< Previous Finish




7. V hlavhom okne aplikacie Veeam Agent sa zobrazi priebeh zalohovania. Prvy cyklus
zalohovania trva dIhSi €as, vykonava sa pri hom plna zaloha. Nasledné cykly budu
kratSie - prirastkové zalohy.
— Veeam Agent  Agent Backup - VSVM-CVT-NB1 X
Backup is in progress...

Cancel
Progress: 43%

Upozornenie: Pouzivatel nesmie zabudnut’, Zze musi manualne pripajat’' USB disk

v pravidelnych intervaloch (1x za dei/tyzden/mesiac — podl'a poziadaviek na periodicitu
zaloh). Zaloha sa vykona po pripojeni disku automaticky na pozadi. Je vhodné skontrolovat, ¢i
bola Uspesne dokon&ena spustenim aplikacie v menu Start > Veeam > Veeam Agent for
Microsoft Windows, alebo si nakonfigurovat e-mailové notifikacie.



Konfiguracia zalohovania na zdielany sietovy prie€inok alebo ulozisko
zaloh Veeam Backup

Tato konfiguracia je vhodna pre pracovné pocitate s pevnym sietovym pripojenim s rychlostou
1 Gb/s. Vyzaduje existujucu storage infrastrukturu (zdielany sietovy prie€inok na stiborovom
serveri alebo NAS, alebo Veeam Backup server).

1. V menu = kliknite na + Add New Job...
— Veeam Agent X
% Add New Job..
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2. V sekcii Name zadajte nazov ulohy, napr. “Agent Backup - NAZOV-PC”.
Pole Description mbze zostat’ prazdne.

@ Mew Backup Job X

Name
w Type in a name and description for this backup job.

=

|Agent Backup - VSVM-CYT-NE1

Backup Mode
Description:

Destination |

Local Storage
Schedule

Summary

< Previous Finish Cancel




3. V sekcii Backup Mode zvolte:
a. “Entire computer (recommended)” — odporucané,
b. “Volume level Backup”, ak ma PC viac diskov a chceme niektory z nich zo
zalohovania vynat,

c. “File level backup (slower)”, ak chceme zo zalohy vynat individualny subor alebo

prie¢inok (sukromné data).
E:NewBa(kupJDb

>
Backup Mode

W Cheoose what data you want to backup from this computer.

Name (@) Entire computer {recommended)
Back up your entire computer image for fast recovery on any level. Deleted, temporary and page

Backup Mode files are automatically excluded from the image to reduce the backup size.
Destination [ Include external USB drives
Local Storage () Volume level backup
Schedul Back up images of selected volumes, for example only data volumes. Deleted, temporary and page
chedule

files are automatically excluded from the image to reduce the backup size.
Summary
() File level backup (slower)

Back up individual files and folders by mask. This mode produces an image-based backup with only
selected files included in the image.

< Previous Mext > Cancel

4. V sekcii Destination zvolte Shared folder pre umiestnenie zaloh na zdielany sietovy
prieCinok alebo Veeam backup repository pre ulozisko zaloh Veeam.

E! Mew Backup Job

X
Destination

Choose where you want to backup your data te. We highly recommend that you do not store your backups on the same

l:l computer that you are protecting.

Name O Local storage

Choose this option to back up to a locally attached storage device such as USB, Firewire or eSATA
Backup Mode external hard drive. Backing up to internal hard drives is not recommended.
Destination

@) Shared folder

Choose this option to back up to an SMB (CIFS) share on a Network Attached Sterage (MAS) device,
Shared Folder or on a regular file server.

Schadule (O Veeam backup repository
ST Choose this option to back up to a backup repository managed by Veeam Backup & Replication 11
’ or later server,

() Microsoft OneDrive

Choose this option to back up to the Microsoft OneDrive or Micresoft OneDrive for Business,

< Previous MNext > Cancel




5. V sekcii Shard Folder/Backup Server zadajte adresu cielového uloziska zaloh
a prihlasovacie udaje.

E‘E‘]NewBackupJub *
Shared Folder
w Specify a shared folder to backup to, and account to connect to a shared folder with.
MName Shared folder:
|| Browse...
Backup Mode =
= n/o Populate
Destination
[] This share requires access credentials:
Shared Folder
Schedule
Summary
Keep backupsfor 7 |5 days (excluding days with no backup)
Click Ad\_taﬂced to enable periedic full backups, configure encryption and other Advanced
backup file settings
< Previous Cancel

V Casti ,Keep backups for:“ nastavte pozadovany pocet dni — poCet bodov obnovy.
Standardné odportéanie je 7 dni.

Kliknutim na tlagidlo Advanced sa zobrazi okno Advanced Settings. V iom na karte
Storage zvolte Storage optimization: LAN target.

Advanced Settings *

Backup Maintenance Storage
Data reduction
Compression level:
Optimal (recommended) -

Optimal compression provides for best compression to peformance ratio,
and lowest CPU usage.

Storage optimization:
LAM target ~

Better dedupe ratic and smaller incremental backups at the cost of slightly
reduced performance, Recommended for backup ever 1Gb network,

6. V sekcii Schedule naplanujte pozadovany &as a periodicitu zaloh. Standardne méze byt
nastavené zalohovanie kazdy den (Everyday) v Case, ked je PC zapnuty, a zaroven
menej pouzivany. Pri konfiguracii viacerych PC je vhodné nastavenie ¢asu zaloh rozlozit
tak, aby sa zalohy vSetkych PC nespustali naraz a nezahltili siet.



7.

8.

[5] New Backup Job X
Schedule

w Choose when you want backup job to be started automatically.
MName Pericdically
‘We will wake your computer from sleep to take a backup unless the connected standby power model
Backup Mode is enabled. Mormally, this model is only enabled on mobile devices, such as tablets,
Destination Daily at 11:30 = | Everyday v
Shared Folder If computer is powered off at this time Backup once powered ¢
Schedul Once backup is taken, computer should Keep running ~
Summary

At the following events

[ Lock
[ Log off
[] When backup target is connected (i ]

2 7| |Hour

< Previous Lpply Cancel

V poslednej sekcii Summary sa zobrazi zhrnutie nastavené zalohovacej ulohy.
Zalohovanie sa mbze nasledne hned spustit zaskrtnutim M Run the job when | click

Finish a kliknutim na tlacidlo Finish.

V hlavhom okne aplikacie Veeam Agent sa zobrazi priebeh zalohovania. Prvy cyklus
zalohovania trva dIhSi €as, vykonava sa pri hom plna zaloha. Nasledné cykly budu

kratSie — prirastkové zalohy.

— Veeam Agent Agent Backup - VSVM-CVT-NB1 X
Backup is i?‘progress,.. Cancel
Progress: 43%

19.4 GB

15,5 GB

11.6 GB

7.76 GB

Processing




Konfiguracia e-mailovej notifikacie

Odporucame nastavit notifikaciu o stave zalohovacej ulohy na e-mailovu adresu pouzivatela
alebo spravcu zariadenia.

1. V menu £ kliknite na Settings.
Veeam Agent X
Add New Job...

figured

ili Settings

Support
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2. Zaskrtnite volbu M Enable email notifications a kliknite na Configure and test.

Settings

General;

[[] Disable scheduled backups

B Thrattle backup activity when system is busy
Manage networks

Manage registered storage devices

Notifications:

Enable Contraol Panel notifications

Enable email notifications Configure and test

Po zadani pozadovanych udajov kliknite na tlaCidlo Test Message. Nastavenia sa ulozia
po uspeSnom overeni konfiguracie SMTP servera.

Postup pre konfiguraciu SMTP servera pomocou vasho konta v sluzbe Gmail najdete na
tejto stranke: https://www.veeam.com/kb2704.



https://www.veeam.com/kb2704
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